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All Things Cryptic
Whether one is designing a virtual currency or creating a word puzzle, finding
a secure way to disguise information is a technological and mental challenge.
Henry Petroski

A

virtual currency, or cryptocurrency, is a decentralized
means of exchange that is
independent of government regulation and monetary policy.
The most familiar example is Bitcoin.
Unlike an account holding a fiat currency, such as the U.S. dollar or the
Japanese yen, a Bitcoin account cannot be frozen or seized by an issuing
government. However, because Bitcoin and other cryptocurrencies can be
traded like stocks, they do come with
a certain amount of risk and volatility.
But accounts holding them are considered essentially unhackable, because
transfers among them are protected
by extremely sophisticated software
employing secure validation protocols.
(See “Bitcoins Maybe; Blockchains Likely,” November–December 2017.)
When money is involved, security
is the top priority—and in the age of
digital money, encryption is how transactions are assured. A cryptocurrency
system will only be as good as the
cryptography on which it depends.
Cryptography is a well-established
technique for keeping messages confidential by encoding them using a digital key. Among the most sophisticated
coding systems are those that require
two keys to unlock: The first is a public
key known to both sender and receiver;
the second is a private key known only
to the recipient. (See “Cypherpunks Write
Code,” March–April 2016 for more on public key encryption.) An encoded message
will present a puzzle to anyone without
the proper key. Such puzzles can be virtually impossible to solve.
Henry Petroski is the Distinguished Professor
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Humans have a long history of not
being able to leave a puzzle alone. A
puzzle of any kind epitomizes thinking. To scientists, nature presents a universe of puzzles; to engineers, the future consists of solutions to puzzles. Just
as scientific and technical puzzles can
take many forms, so can word puzzles,
in which encryption and cryptograms
have their roots. Among the oldest word
puzzles must surely be the verbal challenge “Who goes there?” Only the right
answer would gain an individual entry into the protected space. In ancient
Egypt, tombs and pyramids were guard-
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ed by sphinxes, creatures with the body
of a lion and the head of a human. The
most familiar may be the Great Sphinx
of Giza, probably dating from the 26th
century BCE, which has a man’s head.
By contrast, in Greek mythology one
common form of sphinx had a winged
lion’s body and the face of a woman. It is
one of this form that is believed to have
guarded the entrance to Thebes and
first posed the famous riddle, “What is
it that walks on four feet in the morning, two at noon, and three in the evening?” The language, like that of most
word puzzles, is cryptic and metaphoric,
with morning, noon, and evening representing the life stages of a person, who

crawls on all fours as a baby, walks upright in adulthood, and uses a cane as
an old person. There may also have been
a second riddle, one involving a pair
of sisters: “One of them gives birth to
the other and she gives birth to the first.
Who are they?” Here the humans constitute the figurative language standing in
for the temporal. Once that is realized,
the answer to the duality riddle should
be as clear as night and day.
Today, we may not be asked such explicit riddles to gain access to the virtual
spaces we have a right to visit, but we
are asked for a password. When I forget my password, I am provided a code
with which I can enter a portal—a digital gatekeeper—that asks me personal
questions, riddles with answers that
few other people, if any, might know. To
a hacker, the questions are challenges,
puzzles to solve by using whatever clues
they may pick up from the web about
my first school or my first pet.
Hidden in Plain Sight
Modern encryption hearkens back to
written records. To keep a discovery
secret until they wished to reveal it,
Galileo, Robert Hooke, and other 16thand 17th-century scientists constructed
word puzzles in the form of collections
of letters without word groupings or
punctuation. Although these forms are
sometimes referred to as anagrams or
logograms, strictly speaking they are
neither. They might be considered cryptograms of a trivial kind, in that there
was no encryption key because each letter represented itself. If the creator of
one of these puzzles was challenged
to prove he was the first to observe the
phenomenon or formulate the principle
he claimed was hidden among the string
of letters, he could simply unscramble it.

Photographs in the Carol M. Highsmith Archive, Library of Congress, Prints and Photographs Division.

This detail shows a sculpture titled Kryptos, installed on the grounds of the Central Intelligence
Agency headquarters in Virginia. It is both an homage to cryptography and a puzzle in itself.

Galileo followed this practice when
he looked at Saturn through his homemade telescope. The instrument did
not provide a sharp enough image for
him to see the planet’s distinct rings, but
he was able to make out what he interpreted to be a large body between two
much smaller ones (because at that resolution, the rings appeared to be spherical bodies when viewed across their orbital plane, somewhat like this: ◦O◦). He
revealed his discovery in a dated communication to Johannes Kepler, which
contained the cipher smasmrmilmepoetalevmibvnienvgttaviras, which decrypted reads in Latin Altissimum planetam
tergeminum observavi and translates to “I
have observed the most distant planet
to be threefold.” Similarly, when Thomas Hooke discovered the linear relawww.americanscientist.org

tionship between the force applied to a
spring and its extension, he presented it
as ceiiinosssttuv, which decoded became
ut tensio, sic vis, and which translated
states, “as the extension, so the force.”
Today we call this Hooke’s Law and
write it as the linear equation F = – kx ,
where F is the restoring force, x is the
extension of the spring, and k is a constant indicating the spring stiffness. The
minus sign expresses the fact that the
spring exerts a restoring force opposite
in direction to the extension.
Until the 20th century, word puzzles
were solved largely with pencil and paper by trial and error, aided by knowledge of the quirks of the language in
which they were written. For longer
messages, letter frequency often provided a starting point for breaking a code.

However, near the end of World War I,
the German engineer Arthur Scherbius
invented an electromechanical machine
capable of encrypting and decrypting
automatically, as long as a secret code
key was known. In the 1920s the device
became known as Enigma and was used
initially by industry and later by governments. During World War II it played a
central role in German military communications, but it became an unrecognized
liability when the Allies broke the code
and intercepted encrypted messages.
Cryptograms are a staple of word
puzzle enthusiasts. Each issue of The
Enigma, published since 1883 by the
National Puzzlers’ League, and which
my wife, Catherine, and I edited for a
brief time in the 1970s, contains a collection of cryptograms for its subscribers to
solve. Recreational cryptograms are said
to have been created by monks during
the Middle Ages. Some of them could
be solved only by transposing the letters
from the Latin alphabet into their Greek
equivalents. The 13th-century Franciscan friar and philosopher Roger Bacon
mentioned in his writing several types
of cipher, and asserted that “a man is
crazy who writes a secret in any other
way than one which will conceal it
from the vulgar.”
In 1841, Edgar Allan Poe published
“A Few Words on Secret Writing” in
Graham’s Magazine. This article and his
1843 short story “The Gold-Bug,” in
which a cipher plays a major role, did
much to encourage the 19th-century
public’s fascination with cryptograms.
Poe challenged readers of the magazine
to send a puzzle of their own creation
that they believed he could not solve.
There were no winners of the prize of
a free year’s subscription, an outcome
that he essentially predicted. At the
same time, he wrote that “it may be
roundly asserted that human ingenuity
cannot concoct a cipher which human
ingenuity cannot resolve.”
Skeptics and Mathemagicians
The 20th century’s most prominent
popularizer of puzzles in general and
of word puzzles in particular was
the polymath Martin Gardner. Born
in 1914 in Tulsa, Oklahoma, Gardner
had a fascination from childhood with
magic, and as a teenager published a
magic trick in The Sphinx , the magazine of the Society of American Magicians. It was the first of an enormous
number of articles and books Gardner
would produce over a long career. After
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Early observations of Saturn—such as the ones in this engraving by German astronomer Johannes
Hevelius (1611–1687)—did not have sufficient magnification to show the rings distinctly, and
viewers such as Galileo assumed that the planet had two orbiting smaller spheres. Galileo wrote
about this observation, and all of his findings, using a code. His uncoded, translated letter to
Johannes Kepler on the finding says “I have observed the most distant planet to be threefold.”
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Early advances in machine-enabled cryptography were employed at first to deter industrial or
international espionage. The electromechanical machine known as Enigma, created by German
engineer Arthur Scherbius, was used in the 1920s for this purpose. But during World War II, the
German military used a version of the device to automatically encode and decode communications, by means of a secret code key. Unbeknownst to the Nazi regime, the Allies were able to
break the code and intercept the encrypted messages. Early computing machines such as Colossus
at Bletchley Park in England (above) were used to decode Enigma-encrypted communications.
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graduating in 1936 from the University of Chicago with a degree in philosophy, he held positions at the Tulsa
Tribune, his hometown newspaper; in
the U.S. Navy; at the children’s magazine Humpty Dumpty; and at Scientific
American, with which he would become
most closely associated. When in 1956
the magazine’s publisher at the time,
Gerard Piel, asked him to write a column on mathematical games, he threw
himself fully into it, and by his own
admission learned as he went along.
(See more about Gardner in “Recreational
Computing,” November–December 2010.)
Gardner interpreted “mathematical” broadly, and the games he wrote
about often intersected with the genre
of word puzzles. For example, he once
asked what was special about the
number 8,549,176,320? The answer
(given at the end of this article) was
more literary than numerical. In addition to writing on recreational mathematics in his column for almost a
quarter of a century, he wrote popular
books debunking fringe science, annotating popular works of literature, and
discoursing on word games, including
an introduction to cryptography.
Gardner’s Codes, Ciphers and Secret
Writing was published in 1972. According to the German computer scientist and historian of encryption Klaus
Schmeh, the book is not the best introduction to the subject, but it is distinguished by its cryptic dedication, “For
osvvc zytzc kjlqz.” In a 2018 blog post,
Schmeh admitted to not knowing its
plain text, as a solution to a cryptogram
is called, and its mere 15 letters make it
“too short for a meaningful statistical
analysis.” He appealed to readers for
help. I do not know whether he got it.
Gardner also wrote on more sophisticated aspects of cryptography. Among
his 288 consecutive Scientific American
columns was the remarkable one for
August 1977, entitled “Mathematical
Games: A New Kind of Cipher That
Would Take Millions of Years to Break.”
In it he describes what came to be known
as the RSA crypto algorithm, an asymmetric algorithm invented by Massachusetts Institute of Technology cryptographers Ronald L. Rivest, Adi Shamir, and
Leonard Adleman, all of whom received
the Association for Computing Machinery’s 2002 A. M. Turing Award—often
referred to as the Nobel prize of computer science—for their contributions to
cryptography. The algorithm employs
distinct public and private keys. The

private keys. The public one, used to
encrypt a message, is derived from
the product of two prime numbers,
each having 40 or more digits, and
an odd number. A recipient can
use the same public key to encrypt
a reply that is virtually impossible
to decipher without knowing the
prime numbers. To demonstrate this
security, the team gave Gardner a
coded message, which he included
in his column. It remained unsolved
for almost 18 years.
Gardner did not limit his writing to mathematics. He garnered
equally heady praise for his work
debunking fringe science and promoting word play. His 1957 book
Fads and Fallacies in the Name of
Science exposed practices and beliefs that he considered pseudoscientific, ranging from flat-Earth
theory to extrasensory perception to
flying saucers, or cultish, such as quack
medicine and food fetishes. The book
became a bible for skeptics. Gardner
also published The Annotated Alice: Alice’s Adventures in Wonderland & Through
the Looking Glass, The Annotated Ancient
Mariner, and The Annotated Casey at the
Bat, in which he puts those pieces of
popular literature in context and explains their more obscure images, allusions, and puzzles.
He approached recreational literature
as passionately as he did mathematics,
editing and writing numerous books
on word play and puzzles of all kinds.
His Oddities and Curiosities of Words and
Literature is an annotated edition of
C. C. Bombaugh’s Gleanings for the Curious from the Harvest-Fields of Literature.
Its contents range from palindromes to
works written with the typewriter’s E
key rendered inactive, and it has been
described as “the largest collection of
unusual prose and poetry in English.”
Computer scientist Robert A. Hearn
created a “cryptic crossword” in honor
of Gardner. Among its answers are the
honoree’s first and last names, components of the name of the magazine with
which he was so long associated, the title
of his column, and the word “hexaflexagon,” as in Gardner’s Hexaflexagons and
Other Mathematical Diversions. It was an
article on those objects made of folded
paper that led to his invitation to write
his column, and the clarity of writing,
combined with the type of drama exhibited in the opening paragraph of the
book, shows why a publisher or any
reader might want to read more:
www.americanscientist.org

opened in the office of the director
of the CIA.
At the sculpture’s unveiling, the
CIA director at the time, William
Webster, told the artist, “We like
to be tested. And we enjoy a challenge.” And that it was. There were
no publicly known decryptions
until June 1999, when computer
scientist Jim Gillogly announced
that with the help of a computer he
had solved the first three puzzles.
A month later the CIA revealed
that in the previous year its analyst David Stein, using only paper
and pencil, had cracked the code
for the same three puzzles. The rival National Security Agency also
claimed credit for the solution, and
in March 2000 revealed that it had
been completed by Dennis McDanJoe Nickell
iels and Ken Miller with a small
This caricature of Martin Gardner, who was
team
at the NSA.
known for his skill at puzzles, also exemplifies
Further details were not offered at
his fame as a debunker of pseudoscience.
the time. It took a Freedom of Information Act request by the video game
Flexagons are paper polygons,
developer and cryptologist Elonka
folded from straight or crooked
Dunin to make public that a small
strips of paper, which have the
group of NSA cryptanalysts had, acfascinating property of changing
cording to the released documents,
their faces when they are “flexed.”
made attempts to solve the Kryptos
Had it not been for the trivial cirpuzzle in 1992, following a challenge
cumstance that British and Amerby William Studeman, a former direcican notebook paper are not the
tor of the NSA and then the deputy
same size, flexagons might still be
director of the CIA, who had asked if
undiscovered, and a number of
cryptanalysts in his old agency had the
top-flight mathematicians would
“intellectual muscle” to solve the knothave been denied the pleasure of
ty problem. The documents showed
analyzing their curious structures.
that by November 1992 the NSA team
Public Challenge
had indeed succeeded in solving the
More than just a diversion, cryptogra- first three passages of the sculpture.
phy remains an important component
According to the Baltimore Sun, the
of international subterfuge—but those messages involved “a poetic passage
who use it in that manner also appreci- referring to ‘subtle shading’ and ‘the abate a good game, especially one with sence of light,’ the longitude and latitude
bragging rights. Evidence of this appre- for CIA headquarters, and the breathciation is the puzzle sculpture Kryptos, less account of archaeologist Howard
located on the grounds of the Central Carter on opening King Tut’s tomb in
Intelligence Agency headquarters in 1922.” The artist has indicated that the
Langley, Virginia. Since 1990, this enig- full decrypted messages are themselves
matic work by the artist James Sanborn a riddle that can be solved only on the
has stood outside the campus cafeteria. CIA grounds. But the fourth and shortKryptos, which is Greek for “hidden,” est (97-character) message remains unis a sinuous artwork of bronze and pet- solved, something for puzzle enthusiasts
rified wood containing four encrypted of the future to look forward to cracking.
passages, the first of which reads:
(The number 8,549,176,320 is special
because when it is spelled out as words, its
emufphzlrfaxyusdjkzldkrnshgnfivj
digits are arranged in alphabetical order.
yqtquxqbqvyuvlltrevjyqtmkyrdmfd
The solution to the first Kryptos passage is,
The complete ciphertext consists “Between subtle shading and the absence of
of 865 letters and 4 question marks. light lies the nuance of iqlusion.” The misCollectively, the passages pose a rid- spelling is believed to be deliberate.)
dle, the answer to which remains un(References are available online.)
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