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THE

ULTIMATE
SPY
Once a realm of shadowy figures,
spying today is all about data
interception and supercomputers.
Security expert Richard
Aldrich enters the world of
electronic espionage
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ORGET JAMES BOND
and Jason Bourne. The
secret agencies featured
in the movies – MI6
and the CIA – aren’t
as important as they
seem. Instead, the
real leviathans of the
intelligence community
have always been the
technical agencies that spy with science.
Next year one of the world’s largest
spy centres will be completed. Mostly
buried under the Utah desert, the
complex will be a vast data silo covering
an area almost 100,000m2 in size and
will store an unimaginable amount of
electronic information. The site was
chosen for its access to power grids
that will meet the secret facility’s
enormous electricity demands. This
is thought to include running a D-Wave
quantum computer capable of doing
calculations that would take millions of
years on a desktop machine (see p29).
Known simply as the Utah Data Center,
the underground complex is being built
for the National Security Agency (NSA)
– America’s most secret intelligence
organisation. It absorbs much of the
gargantuan intelligence budget, most
of which is spent on computers and spy

satellites. The new $2 billion data silo
is part of the ‘Comprehensive National
Cybersecurity Initiative’, whose overt
purpose is to provide the Department of
Homeland Security with technical support
and watch for cyber threats. But leading
intelligence experts note that over the
next two decades, the NSA is planning to
expand its secure facilities by more than
500,000m2 – the size of Vatican City.
So what is all this space for? The answer
is simple: to capture all of human activity.
As one senior intelligence official tells
Focus: “We know things about people
that they don’t even know themselves.”
Inspired by Google’s data centres, which
record our online activity through internet
searches, the NSA realised it could
pull together other kinds of ephemeral

“We know things
about people that
they don’t even
know themselves”
Senior intelligence official

electronic information to create the
virtual profiles of tens of thousands of
people. “What they had, in effect, was a
warehouse full of people’s brain activity,”
says the intelligence official.
Spy agencies increasingly talk about
the ‘electronic exhaust fumes of our
lives’. Every few minutes we emit some
digital trace of our activity in the form of
an email, SMS, phone call or credit card
purchase. And although we regard such
personal information as confidential, it’s
actually quite boring – and certainly not
especially secret. Nonetheless, agencies
can extract high-grade intelligence from
our mundane details, which can involve
breaking encryption (see right). And what
intelligence agencies now do with our data
marks a paradigm shift in the nature of
surveillance on domestic citizens.
Until recently, agencies mostly
performed ‘retail surveillance’ that
required warrants or court permissions
to observe individuals or small groups.
But silos like the Utah Data Center
make it easier to conduct ‘wholesale
surveillance’ – trawling data from
large groups using algorithms to search
for patterns in the vast amounts of
personal data. Since it’s mostly done
by machines, this process is sometimes
called robotic spying, something made
easier thanks to powerful supercomputers
that crunch through complex input
– including text, images and videos – to
detect useful information.

DIGITAL DOUGHNUT
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The NSA’s UK equivalent is GCHQ,
the Government Communications
Headquarters. GCHQ is the successor
to the famous World War II codebreaking centre Bletchley Park. As well
as cryptography, this secret agency also
protects Britain’s electronic infrastructure
and has a new unit that can conduct
cyber warfare on the internet. In

6,000

The processors of the D-Wave One
quantum computer, which is thought to be
part of operations at the Utah Data Center
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staff work at GCHQ. Numbers fell to 4,000
in the mid-1990s but the threat of terrorist
attacks and cyber war means more
employees are now needed

XXXX

ENCRYPTION: CREATING THE UNBREAKABLE CODE
What is encryption?
Encryption converts readable information such
as text into apparent nonsense. This process is
controlled by a ‘cipher’, an algorithm that makes
this information unintelligible (encryption) or
readable (decryption). If you used the surname
‘Smith’ as a password and represented each
letter as two digits, for example, you’d end up
with 1913092008. If the cipher – converting name
to number – and the ‘key’ (A=01... Z=26) were
revealed, this simple encryption would be easy to
break. Modern encryption methods are incredibly
complex, generating apparent nonsense that can
only be read by machines. Cryptography or ‘secret
writing’ is the study and practice of encryption
techniques, while the combination of a cipher and
its key is popularly called a ‘secret code’.

How do computers encrypt
information?
Machines use a key consisting of bits (0s and
1s). In modern encryption, the size of the key can
be any multiple of 32 bits and computers can
try to break a cipher through a trial-and-error
combination of keys. Encryption experts used to
think that a key of 128 bits was strong enough to
prevent a code from being broken by this brute
force approach – trying all possible combinations
would take 500 years – but with quantum
computing just around the corner, cryptographers
now agree that a key of 256 bits would give a
greater margin of safety. Such strong encryption
offers an exponential increase in security: cracking
a 256-bit code using a modern machine would
probably take about a billion years.

How is encryption used?
During World War II, Britain’s code-breaking
centre at Bletchley Park created ‘Colossus’,
the first programmable computer. It was used
to break ciphers such as Germany’s famous
Enigma machine. Publicly available encryption
is now widely used in everything from banking
transactions to mobile phone calls, which means
authorities can only read information by asking a
telecoms company for the key to a cipher.
In computing, shared memory enables
multi-core machines to process data efficiently.
The world’s largest shared-memory system is
the US ‘Blacklight’ supercomputer, which boasts
512 eight-core processors. But the facilities run
by secret agencies are already said to make
Blacklight look like a desktop PC.

The headquarters of GCHQ in
Cheltenham. Known as ‘the doughnut’,
it houses supercomputers underneath
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2003, GCHQ moved to an iconic
new building in Cheltenham,
nicknamed ‘the doughnut’.
GCHQ’s most important section – its
brain – is hidden away in the basement:
deep below the offices of its analysts and
linguists are huge computer halls. The
exact size and speed of its machines
are secret, but it’s rumoured that some
store 25 petabytes (25 million gigabytes)
of data and are equipped with over 20,000
CPU cores for rapid parallel processing.
Such powerful computers are required
for only a few specialist scientific tasks:
simulating complex weather systems,
mapping the human genome, designing
nuclear weapons and, of course,
cryptography. GCHQ is not a data silo,
however, so is Britain building a complex
like the one in Utah?
It turns out they’ve already tried. In
2008, the Home Office unveiled plans
for a data silo, arguing that UK security
agencies were being left behind by
computer-literate terrorists and cyber
criminals. Supposedly, the project was

scrapped due to opposition from civil
liberty and privacy campaigners.
Leaked documents reveal, however,
that its biggest opponents came from
within government. Britain’s landscape of
secret projects is littered with failures and
runaway costs. In the 1980s, for example,
GCHQ tried to follow the NSA into space
with its own spy satellite programme,
codenamed Zircon, which was shelved due
to cost. The UK data silo was projected at
£12 billion and – knowing that government
IT projects can overspend – the Treasury
applied the brakes.
Telecoms companies and internet
service providers objected to the data
silo too, claiming to be concerned about
privacy. What they would have been
more anxious about is commercial
confidentiality – their key customers
are businesses that set great store by
commercial confidence. Documents
recently released in the UK National
Archives reveal the Bank of England’s
dismay when it first discovered GCHQ
was reading financial communications.

“Trying to produce
intelligence in this
new environment is
like trying to pour a
glass of water with
a fire hose”
Intelligence operative

Some experts believe the NSA and
GCHQ are also planning to break the
Advanced Encryption Standard, which
protects transactions, financial activities
and corporate email. With commercial
espionage more prevalent than ever, some
businesses fear that supercomputers and
vast storage capabilities will mean the end
of business privacy.
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ROBOTIC DATA MINING

America’s NSA intelligence agency
has plans to expand its huge British
eavesdropping centre, which
includes 33 ‘radomes’ at Menwith
Hill, North Yorkshire
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The centralised data silo may have been
abandoned, but British authorities still
have a plan ‘B’ for widening surveillance:
a law that requires telecoms and internet
companies to store the communications
themselves – data that the government
could then access on demand. These
proposed legal provisions are known as
the Communications Data Bill.
Some privacy campaigners prefer
this option because it seems to provide
safeguards. First, communications
aren’t stored by the government,
which has a notoriously poor record of
protecting data. In 2007, for instance, Her
Majesty’s Revenue and Customs admitted
to losing the child benefit records of
25 million people. Second, and more
importantly, data has to be requested
piece by piece – an approach that appears
to permit only ‘retail surveillance’ of
individuals, not data-mining by robotic
spies using algorithms.
But the Communications Data Bill
could also enable robotic spying by the
back door. It allows the authorities to ask
service providers to undertake ‘filtering’
– essentially an algorithmic search of
data – on the government’s behalf. The
legislation wouldn’t cover the content
of communications, only its context: a
descriptive record of who phoned whom,
when and where, or which websites were
visited. But it’s unclear how descriptive
data in communications such as emails –
which often remain unencrypted – could
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SELF-SURVEILLANCE
Intelligence officers often joke that Facebook
will put them out of business. How can they
find work spying on people when we’re
broadcasting our own activities and watching
each other? Social scientists point out that
we now mostly spy on ourselves, and that
the big issues in surveillance aren’t about
security and privacy, but our desire for
convenience – made easier by the internet,

be analysed without also revealing
its contents.
Services such as Gmail and Hotmail
store messages on data servers based
abroad – and hence not subject to UK
laws – so these communications are
tracked through ‘deep packet inspection’,
the process of peeking inside a packet of
data as it passes an inspection point on a
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communications,
known as
‘intercept events’,
are collected by
the NSA every day and stored in over a
hundred databases around the US.

mobiles and portable technology. This trend
is accelerating – smartphones can map your
location and plan out your driving route, while
wearable devices like Fitbit measure sleep
patterns and watch your weight.
But the distinction between public and
private surveillance is also important.
People seem happy for Tesco to track their
shopping habits, but they’re less comfortable
when such data is in the hands of the Home
Office. As a result, the focus of government
surveillance is shifting. The challenge for the

computer network. This enables internet
providers to check for viruses, spam, illicit
peer-to-peer file sharing and unwanted
intrusions. But deep packet inspection
also allows censorship and eavesdropping.
Intelligence chiefs are sensitive
about suggestions that they’re creating
an Orwellian world without personal
privacy, countering that the current rise
of a surveillance society is due to our own
activities – a cultural change driven by
technology (see ‘Self-surveillance’, above).
A world in which everyone shares
personal information actually presents
secret agencies with an enormous
headache. We already send 2,000,000
emails a second – a digital tsunami – and
as one intelligence operative tells Focus,
“Trying to produce intelligence in this
new environment is like trying to pour
a glass of water with a fire hose.” Even

NSA and GCHQ is how to detect important
information in our deluge of digital data.
Within a decade, the computer-brain
interface - whereby we’re directly controlling
electronics with our minds – could be a reality
and the pace of self-watching will accelerate
again. Today, most of the world’s digital data
is no longer about state secrets, but about
people – a generation that discloses every
aspect of their lives. The end result could
be a more a transparent society in which
everything and everyone is recorded.

silos like the Utah Data Center aren’t big
enough to hold this information – much
less make sense of it all.
Ironically then, citizens may eventually
defeat government surveillance by creating
oceans of electronic data that are too vast
for spies to analyse. �
PROF RICHARD ALDRICH is the author of
GCHQ: The Uncensored Story Of Britain’s
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Find out more

www.bbc.co.uk/
programmes/b00rmssw
Listen to the BBC Radio 4 programme
GCHQ: Cracking The Code
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